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Quantum key distribution (QKD)'?is a theoretically secure way of sharing secret keys
between remote users. It has been demonstrated in alaboratory over a coiled optical
fibre up to 404 kilometres long*”. In the field, point-to-point QKD has been achieved
from a satellite to aground station up to 1,200 kilometres away®'°. However,
real-world QKD-based cryptography targets physically separated users on the Earth,
for which the maximum distance has been about 100 kilometres™". The use of trusted
relays can extend these distances from across a typical metropolitan area” ' to
intercity"” and even intercontinental distances'®. However, relays pose security risks,
which canbe avoided by using entanglement-based QKD, which has inherent
source-independent security*?. Long-distance entanglement distribution can be
realized using quantum repeaters?, but the related technology is stillimmature for
practical implementations?. The obvious alternative for extending the range of
quantum communication without compromising its security is satellite-based QKD,

but so far satellite-based entanglement distribution has not been efficien

t> enough to

support QKD. Here we demonstrate entanglement-based QKD between two ground
stations separated by 1,120 kilometres at a finite secret-key rate of 0.12 bits per second,
without the need for trusted relays. Entangled photon pairs were distributed viatwo
bidirectional downlinks from the Micius satellite to two ground observatoriesin
Delingha and Nanshan in China. The development of a high-efficiency telescope and
follow-up optics crucially improved the link efficiency. The generated keys are secure
forrealistic devices, because our ground receivers were carefully designed to
guarantee fair sampling and immunity to all known side channels®**. Our method
notonlyincreases the secure distance on the ground tenfold but also increases the
practical security of QKD to an unprecedented level.

Our experimental arrangement is shown in Fig. 1. The two receiving
ground stations arelocated at Delingha (37°22" 44.43””N, 97°43’37.01”E;
altitude 3,153 m) in Qinghai province, and Nanshan (43°28’ 31.66" N,
87°10’36.07”E; altitude 2,028 m) in Xinjiang province, China. The physi-
caldistance between Delingha and Nanshanis 1,120 km. To optimize the
receiving efficiencies, both the two ground telescopes are newly built
with a diameter of 1.2 m, specifically designed for the entanglement
distribution experiments. All the optical elements, such as mirrors, in
the telescopes maintain polarization.

Thesatelliteis equipped withacompact spaceborne entangled pho-
tonsource with aweight of23.8 kg. A periodically poled KTiOPO, crys-
talinside aSagnacinterferometer ispumpedinboththe clockwise and
anticlockwise directions simultaneously by a continuous-wave laser

with a wavelength centred at 405 nm and a linewidth of 160 MHz, and
generates down-converted polarization-entangled photon pairs at
810 nm close to the form of |W),, = (IH),|V), + |V),|H),)/-/2, where |H)
and |V) denote the horizontal and vertical polarization states, respec-
tively, and the subscripts1and 2 denote the two output spatial modes.
The entangled photon pairs are then collected and guided by two
single-mode fibres to two independent transmitters equipped in the
satellite. Both transmitters have a near-diffraction-limited far-field
divergence of about 10 prad. Under apump power of 30 mW, the source
distributes up to 5.9 x 10° entangled photon pairs per second.

The photons are collected by the telescopes on two optical ground
stations. For each one, the follow-up optics is installed on one of the
rotating arms and rotates along with the telescope. Asshownin Fig. 1c,
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Fig.1|Overview of the experimental set-up of entanglementbased
quantum key distribution. a, Anillustration of the Micius satellite and the two
ground stations. Image credit: Fengyun-3C/Visible and Infrared Radiometer,
with permission (2020). The satellite flies inaSun-synchronous orbit at an
altitude of S00 km. The physical distance between Nanshan and Delingha
ground stationis 1,120 km. b, The spaceborne entangled-photonsource. A free
spaceisolator is used to minimize back reflection to the 405-nm pump laser. A
pair of off-axis concave mirrorsis used to focus the pump laser and collimate
the down-converted photon pairs. PBS, polarization beam splitter; DM,

abeam splitter, a half-wave plate and two polarized beam splitters are
combined to analyse the polarization of the entangled photons ran-
domly in the bases of Z € {|H), I\)} and X € {|+), |-)}, where
|+)=(|[H)+|V))/2. After being transmitted or reflected by the beam
splitter and polarized beam splitters, the photons are collected by four
multimode fibres with the core diameter of 105 pm and detected by
four single photondetectors (SPDs) respectively. We carefully selected
the four SPDs to ensure that the detector efficiency is better than 53%,
the efficiency consistency is better than 98.5% and the dark counts are
less than100 counts per second (see Extended Data Table 1for details).
Amotorized half-wave plate (HWP1) is used to compensate the relative
rotation between the transmitter and the receiver, where the correction
angle offsets are calculated in advance. The entangled photons are
filtered in both the frequency and spatial domains to satisfy the fair
sampling assumption and to guarantee practical security. In particular,
anextrafield diaphragm, consisting of two lenses with focal length of
8 mm and a pinhole of 100 pum, is used as the spatial filter to unify the
field of view of different channels, where the field of view is narrowed
to 27 purad. Abroad-bandwidth filter and a narrow-bandwidth filter of
Snmareused toreject frequency side channels. These frequency filters
canalso help to reduce the background counts. The output signals of
the SPDs are recorded by a time-to-digital converter.

To optimize the link efficiency, we develop cascaded multistage
acquiring, pointing and tracking systems both in the satellite trans-
mitters and the optical ground station receivers, achieving a tracking
accuracyof2purad and 0.4 prad, respectively. Thebeaconlaser (532 nm,
10 kHz) from the satellite is also used as a synchronization laser. It is
sampled, frontier identified and recorded by the same time-to-digital
converter as well as quantum signals. The distant time-to-digital con-
vertersare first roughly synchronized using aglobal positioning system
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dichroicmirror; LP, long-pass edge filter; PI, piezo steering mirror; HWP,
half-wave plate; QWP, quarter-wave plate; PPKTP, periodically poled KTiOPO,.
¢, The follow-up optic at the optical ground station. The tracking and
synchronization laser is separated from the signal photon by DM3 and
detected by the single photon detector (SPD5). The spatial filter (SF),
broad-bandwidth filter (BF) and interference filter (IF) are used tofilter out the
inputlightin frequency and spatial domains. BS, beam splitter; BE,beam
expander; FSM, fast steering mirror.

(GPS) one-pulse-per-second (1PPS) signal. As the frequency of the syn-
chronizationlaseris relatively stable, aleast-squares methodis used to
fit the selected pulses, which can eliminate the timejitter of synchro-
nization detectors. The time synchronization accuracy of entangled
photon pairs is 0.77 ns (10). We set a narrow coincidence time gate of
2.5nsto reduce the accidentally coincident events.

The satellite flies along a Sun-synchronous orbit, and comes into
both Delingha’sand Nanshan’s view once every night, starting at around
2:00AM Beijing time and lasting for aduration of285s (>13°elevation
angle for bothground stations). Figure 2a plots the physical distances
fromthe satellite to Delingha and Nanshan during one orbit, together
with the sum channel length of the two downlinks. As shownin Fig. 2b,
the measured overall two-downlink channel attenuation varies from
56 dB to 71dB. As compared to previous experiment?, this two-photon
count rate, and thus the signal-to-noise ratio, is greatly improved. To
increase the collection efficiency for downlink entangled photons, we
have upgraded both the main system of the telescope and the follow-up
optics. For the main system, we improved the receiving efficiency by
recoating the main lens (+1.5 dB) and redesigning the high-efficiency
beam expander (+0.9 dB). For the follow-up optics, we increased the
collection efficiency through optical pattern matching, especially
shortening the optical path by 20 cm to avoid beam spreading by
0.65mm (+0.6 dB).

As aresult, we have increased the collection efficiency of each
satellite-to-ground link by afactor of about 2 over the previous experi-
ment?, This was quantified by measuring the single-downlink efficien-
ciesofeachground station for several orbits. The best-orbit datawere
taken on a clear night with no clouds in the sky and no haze near the
ground, which had the highest atmospheric transmittance (Extended
DataFig.1). Under these conditions, the link efficiency is related only
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Fig.2|Distances and attenuations fromsatellite to Nanshan (Delingha).

a, Atypical two-downlink trial from satellite to Nanshan, and to Delingha, lasts
about285s (>13°elevation angle for both ground stations) in asingle pass of
thesatellite. The distance fromsatellite to Nanshan (Delingha) is from 618 km
(853 km) toabout1,500 km, and the total length of the two downlinks varies
from1,545kmto 2,730 km.b, The measured satellite-to-ground two-downlink
channel attenuation.

to the distance between the satellite and the ground (Extended Data
Fig. 2). These data were selected to calibrate the improvement of the
link efficiency, and a 3-dB enhancement in the collection efficiency
was observed for each satellite-to-ground link (Extended Data Fig. 3).
Overall, the collection efficiency of the two-photon distribution was
improved by a factor of about 4 over the previous experiment?,

To realize secure QKD against side-channel attacks, we add several
single-mode filtersto the receiver, whichslightly decreases the collec-
tion efficiency. Even so, the system efficiency (with filters) stillimproves
by afactorof about 2. Acomparison of the results of this work and the
previous experiment® is shown in Extended Data Table 2. We observe
an average two-photon count rate of 2.2 Hz, with a signal-to-noise
ratio of 15:1. The sifted key rate for QKD is 1.1 Hz. This enhancement is
remarkable, because it decreases the quantum bit error rate (QBER)
from about 8.1% (ref.?*) to about 4.5%, thus enabling the realization of
satellite-based entanglement QKD (Extended Data Fig. 4).

The entanglement-based QKD system was carefully designed to
provide practical security against physical side channels??%. We note
that entanglement-based QKD is naturally source-independent’®?,
which guarantees that the system is secure against loopholes in the
source. Allwe needis to ensure the security on the detection sides, that
is, thetwo optical ground stations. In general, the side channels on the
detection side primarily violate the key assumption of fair sampling.
To guarantee this assumption, we add a series of filters with differ-
ent degrees of freedom, including frequency, spatial and temporal
modes, and implement countermeasures for the correct operation
of the single-photon detectors.

Specifically, great attention has been paid to detection attacks,
including: detector-related attack® 2, wavelength-dependent attack®,
spatial-mode attack®, and other possible side-channels. We have imple-
mented countermeasures to all the above known attacks (see Methods
and Extended Data Table 3). For the side channels targeting the opera-
tion of detectors, such as blinding attack?, we install additional moni-
toringcircuits. In particular, we install an additional circuit to monitor
theanode oftheload resistancein the detection circuit to counter the
blinding attack (Extended Data Fig. 5). If there is a bright laser pulse
illumination, the output of the monitoring circuit will exceed asecure

threshold voltage and trigger the alarm (Fig. 3b). For the time-shift
attack” and the dead-time attack®®, our countermeasureis to operate
the detector in free-running mode, in which the detector records all
the detection events and post-selects the detection windows such
that the detection efficiency is guaranteed to be at a nominal level.
For the side channelsin other optical domains (Fig. 1c), we use optical
filters to filter out the input light and eliminate the mismatch in the
frequency and spatial domains. In particular, we use two cascaded
broad-bandwidth and narrow-bandwidth filters (Fig. 3a) to eliminate
the frequency dependency® of the transmission/reflection ratio of the
beamsplitter (Extended DataFig. 6). Spatial filters are added to ensure
identical efficiencies for different detectors (Fig. 3c), thus eliminating
the spatially dependent loopholes®. Consequently, the secret key,
generated by our QKD system, is practically secure for realistic devices.

To verify the entanglement established between the two distant
optical ground stations, we use the distributed entangled photons
for the Bell test with the Clauser-Horne-Shimony-Holt (CHSH)-type
inequality®, which is given by

S=IE(p, @) —E(@, @,) +E(@), 9,) +E(@/, 9,)]<2

where Eisthejoint correlation with measurement angles of the Delingha
optical groundstation and the Nanshan optical ground station, respec-
tively. The angles are randomly selected from (0, 1t/8), (0, 31/8), (1/4,
1t/8) and (1/4, 31t/8) to close the locality loophole. We run 1,021 trials
ofthe Bell test during an effective time of 226 s. The observed result for
parameter Sis2.56 + 0.07, with a violation of the CHSH-Bell inequality
S <2by 8standard deviations (see Extended Data Table 4 for details).
The Bell violation provides evidence of high-quality entanglement
between the entangled photons observed over 1,120 km apart.

In our entanglement-based QKD demonstration, we adopted the
BBM92 protocol?, in which the measurements by Alice and Bob are
symmetric, thatis, each of them requires two measurement bases, that
is, the Z (H/V) basis and the X (+/-) basis. As mentioned above, using
filtering and monitoring, we guarantee that the single-photon detec-
tions were conducted on a nearly two-dimensional subspace and the
system detection efficiencies for the four polarization states could be
well characterized to satisfy the fair sampling condition without Eve’s
tampering. Experimentally, we have characterized the system detec-
tion efficiency of each detection path, where the efficiency mismatch
has an upper bound of 1.47%. This efficiency mismatch is considered
inthe privacy amplification (PA) of the post-processing of the secret
key rate (see Methods). Moreover, we use the post-processing to han-
dle double clicks, by randomly assigning a classical bit, as well as the
dead-time effect, by removing the sequential detections after a click.
These implementations can ensure that the secret keys produced are
secure against the issues of known side channels.

Following the security analysis for an uncharacterized source”, the
asymptotic secret key rate R, for the post-processed bits in the Zbasis
is given by:

R, 2 Q,[1-f H(E;) — H(E)]

where Q,is thesifted key where Alice and Bob select the Zbasis, f..is the
error correction inefficiency, and E,and Eyare the QBER inthe Zand X
bases, respectively. The analysis for the X basis is the same. The total
asymptoticsecretkeyrateisR,=R,+Ry. The detailed security analysis
for the finite key rate R;, which takes into account the finite key size®*
and the detection efficiency mismatch, is shown in Methods.
Experimentally, we obtained 6,208 initial coincidences within 3,100 s
of data collection. Discarding the events for which the two optical
ground stations had chosen different bases, we obtained 3,100 bits
of sifted key with 140 erroneous bits, which corresponded to an aver-
aged QBER of 4.51% + 0.37%. The QBERs in the H/V and +/- bases (Z
and X bases) are, respectively, 4.63% + 0.51% and 4.38% + 0.54%. For
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Fig.3|Monitoring and filtering against side channels. a, The transmission of
broad-bandwidth and narrow-bandwidth wavelength filters. b, The output of
monitoring circuit with/withoutblinding attack. Without blinding attack, the
outputs arerandom avalanching single-photon-detection signals (black dots).
With blinding attack (starting from 0.20 ms), the output signals are ataround

thessifted bits, we performed an error correction with Hamming code
and achieved anerror correctioninefficiency of f,=1.19. After the error
correction and the PA, we obtained a secure key rate of R, = 0.43 bits
per second in the asymptotic limit of the infinitely long key. With a
failure probability e=107°, the finite key rate is R = 0.12 bits per second
(see Table 1for asummary). In total, we obtained a 372-bit secret key.
Compared to directly transmitting the entangled photons over a dis-
tance of 1,120 km using commercial ultralow-loss optical fibres (with a
loss of 0.16 dB km™), we estimate that the effective link efficiency, and
thusthe secretkeyrate, of the satellite-based methodis eleven orders
of magnitude higher. The secure distance substantially outperforms
previous entanglement-based QKD experiments'>3*,

In summary, we have demonstrated entanglement-based QKD
between two ground stations separated by 1,120 km. We increase the
link efficiency of the two-photon distribution by a factor of about 4
compared to the previous work? and obtain a finite-key secret key
rate of 0.12 bits per second. The brightness of our spaceborne entan-
gled photon source can be increased by about two orders of magni-
tude in our latest research®, which could readily increase the average
final key to tens of bits per second or tens of kilobits per orbit. The
entanglement-based quantum communication could be combined
with quantum repeaters® for general quantum communication pro-
tocols and distributed quantum computing®. Hence, our work paves
the way towards entanglement-based global quantum networks.
Overall, the results increase the secure distance of practical QKD on
the ground from 100 km to more than 1,000 km without the need for
trusted relays, thus representing an important step towards a truly
robust and unbreakable cryptographic method for remote users over
arbitrarily long distances.

Table 1| Experimental results of entanglement-based QKD
over 1,120 km

Parameter Q E, Ey R Re
1.00bps 4.63%+0.51% 4.38%+0.54% 0.43bps 0.12bps

Value
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Methods

Implementation against device imperfections
In practice, the imperfections of realistic QKD implementations may
introduce deviations (or side channels) from the idealized models
used in the security analysis. Eve might exploit these imperfections
and launch quantum attacks®*. Our entanglement-based QKD imple-
mentationis designed and characterized to provide practical security
against both known quantum attacks and potential future loopholes.
The entanglement-based QKD is naturally source-independent>. All
we need is to consider the side channels properly at the detection stage.
Here, we design a detection system, choosing apparatus under strict
criteria for satisfying the underlying security assumptions, and per-
forming careful characterizations to test those assumptions. We note
thatourimplementationis based on trusted and characterized devices,
thatis,inadevice-dependent scenario. Theimplementations are mostly
common techniques, but we can maintain immunity to all known
detection attacks, including: detector efficiency-mismatch attack®,
time-shift attack?, detector-blinding attack?**’, detector-damage
attack*®, detector dead-time attack®, wavelength-dependent attack®,
spatial-mode attack®, and other possible side channels?. In Extended
DataTable 3, welist the reported attacks against the detection, as well
as our countermeasures to avert them. In the following, we will give a
more detailed description.

Efficiency-mismatch attack. In practice, it is difficult to manufacture
two SPDs with the same responses for different degrees of freedom.
Thatis, practical SPDs present efficiency mismatch. With the efficiency
mismatch, Eve can partially control which detector clicks by subtly
sending desired signals to Bob¥. For example, most of QKD systems
use two gated avalanche photodiode detectors, which produce a
time-dependent efficiency mismatch. Eve can perform a time-shift
attack??®, by shifting the arrival time of each signal, so that Bob’s de-
tectionresults are biased depending on the time shift. Our strategy to
counter the time-shift attackis that our detector works in free-running
mode. Werecord all the detection events and post-select the detection
windows such that the detection efficiency is guaranteed to be at a
nominal level. For efficiency mismatch in other degrees of freedom®,
we use optical filters tofilter out the inputlight and eliminate the mis-
matchinthe frequency and spatial modes.

Detector-blinding attack. Inthe detector-blinding attack®, Eve uses a
continuous bright laser illumination to force SPDs to work in the linear
mode. The SPDs are then no longer sensitive to single photons, and
are converted into classical intensity detectors. Eve can control which
detector clicks by sending Bob properly tailored classical pulses. Inthe
laser damage attack*’, Eve can use a strong damaging laser illumina-
tion to change the properties of the SPDs completely. To counter the
detector-blinding attack and the laser-damage attack, as illustrated
in Extended Data Fig. 5, we install an additional circuit to monitor the
anode of theload resistance in the detection circuit. We test the attack
during the experiment by sending a bright laser pulse illumination.
Theseresults are shownin Fig. 3b.In normal operation (without blind-
ing pulses), the output voltage of the monitoring circuitis below1.2V,
corresponding to standard avalanching signals. At time ¢= 0.2 ms, Eve
performs the blinding attack using 12 uW and a 2-ps-long laser pulse
atarepetition rate of 100 kHz. The output of the monitoring circuit
clearly exceeds1.2V,because alarge current caused by the bright laser
illumination passes through the load resistance. Consequently, we
could set a secure threshold on the voltage of monitoring circuit: if
thevoltageis higher thanthe threshold, it exposes the blinding attack.

Detector dead-time attack. The basic principle of this attack is the
dead-time effect of aSPD?. After a detection event, a detector does not
respond to theincoming photons during atime window ranging from

several nanoseconds to tens of microseconds. If Bob has a detection
eventduringatime period when one detector isin the dead-time period,
whilethe other oneis active, Eve could easily infer which detector has
aclick. Our detector works in the free-running mode, and all detec-
tion events are collected. The countermeasure is that we monitor the
status of the detectors and use only those detection events for which
all detectors are active to generate keys.

Beam-splitter attack. In a polarization-based QKD system, Bob typi-
cally exploitsan1x2beamsplitter to passively choose the measurement
basis. In the standard case, a photon will randomly pass through the
beamsplitter, thus randomly selecting arectilinear basis or a diagonal
basis. However, in practice, the splitting ratio of the beam splitter is
wavelength-dependent, that is, the centre wavelength has a coupling
ratio of 50:50, whereas the coupling ratio varies for other wavelengths.
Consequently, Eve can control the measurement basis by sending
Bob photons with different wavelength?’. To avoid this attack, we use
broad-bandwidth and narrow-bandwidth wavelength filters to filter
the input light on Bob’s station. The characterizations of these two
filters are shown in Fig. 3a. The beam splitter ratio within the filtered
bandwidthis characterized in Extended Data Fig. 6.

Spatial-mode attack. In a free-space QKD system, the detector has
different sensitivities for different spatial-mode photons, especially
when the detector is coupled withamulti-mode fibre. Eve could exploit
the spatial-mode efficiency mismatch and perform the spatial-mode
attack®. To counter this attack, we place a spatial filter in front of the
beam splitter to make the efficiencies of different detection paths
uniform. With the spatial filter, the characterization of the detection
efficiency in spatial domain is shownin Fig. 3c.

In general, the practical security of implementation is essentially
guaranteed by the fair-sampling assumption. The countermeasures to
the abovementioned attacks comprise the use of active components
to guarantee the fair-sampling assumption. In the frequency mode,
broad-band and narrow-band frequency filters are employed tofilter-
ing the input light. In the temporal mode, free-running detectors are
applied to post-select the time windows of detection events. In the
spatial mode, spatial filters are placed before the collimating lens of
measurement devices. In polarization mode, we use the polarization
encoding for QKD, thus monitoring the QBER to ensure the security.
In future, we may also combine our entanglement-based QKD system
with the measurement-device-independent QKD protocol* to make
detectionimmune to all detector attacks.

Security analysis

The main goal of our security analysis is to calculate the practi-
cal security rate by considering the issues of the finite-key size and
device imperfections. We remark that our security analysis is for
entanglement-based QKD with trusted and characterized devices, that
is, inadevice-dependentscenario*?. We start with a security proofforan
ideal QKD protocol by following the Shor-Preskill security proof*. We
then extend the security analysis to the practical case of the finite-key
effect by using the approach of uncertainty relation for smooth entro-
pies®. Finally, we extend the analysis to address the security issues of
device imperfections by using the Gottesman-Lo-Liitkenhaus—Preskill
(GLLP) framework*.

Ideal QKD refers to the case where an infinite number of signals are
generated and the devices to run the QKD protocol are as perfect as
described by theoretical models. The security proof forideal QKD was
established in the early 2000s by Mayers*, Lo and Chau*® and Shor
and Preskill*.

Shor and Preskill employed the idea of the Calderbank-Shor-Ste-
ane quantum error correcting code to provide a simple framework
for security proof. In an entanglement-based QKD such as the BBM92
protocol®, when Alice and Bob both measure quantumsignalsinthe Z



basis, anerror may occur when the outcomes are different. We can call
itabit error. The phase error can be defined as the hypothetical error
if those quantum signals were measured in the basis complementary
to the Zbasis. Inthe Shor-Preskill security proof, the bit error correc-
tion is classical error correction and the phase error correction is PA.
The crucial partis to perform the PA, in which one needs to estimate
the phase error rate. For the key bits measured in the Zbasis, the phase
errorrate canbe estimated by measuring the key bitsin the X basis. The
Z-basis security rate for ideal QKD is given by

R;=Q,[1-H(Ey) — H(Ey)]

where Q,is the sifted key rate per signal in which both Alice and Bob
select the Zbasis, E,and E, are the QBER in the Zand X bases, and
H(x) = —xlog,x - (1 - x)log,(1 - x). Similarly, secret keys can also be
generated in the X basis, and the analysis for the rate Ry is the same.
The total ideal key rate is R, = R, + R,. Note that an entangled source
is basis-independent (or uncharacterized), and the security proof for
QKD with an uncharacterized source is givenin ref. .

Weremark thatinorder for asuccessful estimation of PA, one needs
to make sure the sampling in the complementary basis is fair, whichin
practical realizations raises two majorissues: the finite-key effect (that
is, statistical fluctuations) and device imperfections (that s, violating
the fair sampling), discussed below.

Finite-key analysis

We first define the security in the finite-key scenario with the compos-
able security definition framework**8, A secure key should satisfy two
requirements. First, the key bit strings possessed by Alice and Bob
need to be identical, that is, to be correct. Second, from the view of
anyone other than Alice and Bob, say Eve, the key bit string should be
uniformly distributed, that is, should be secret. Practical issues, such
as the finite data size and non-ideal error correction, mean that Alice
and Bob cannot generate an ideal key via QKD. In reality, it is reason-
able toallow the key to have small failure probabilities, €, and &, for
correctness and secrecy. We say that the QKD protocol is e-secure with
E£2E,,+ £ ifitis £.,-cOrrectand g, .-secret*®. Specifically, we define k,
and k, tobe the key bit strings obtained by Alice and Bob. A QKD proto-
colisdefinedtobe¢,,,-correctifthe probability satisfies Pr(k,= k) < &
A QKD protocol is defined in trace distance to be & -secret, if
[(1 = Pypor) /21110 A — Up ® pell < €4ec, Where p,is the classical quantum state
describing the joint state of k, and Eve’s system p;, U, is the uniform
mixture of all possible values of k,, and P, is the probability that the
protocol aborts.

There are two main approaches to analyse the finite-key security
of QKD: one is based on smooth min/max entropy***® and the other
one is based on complementarity®?. Recently, these two approaches
have been proved to be unified*. The estimation of the phase error
rate is the most important part of the Shor-Preskill security analy-
sis. Owing to statistical fluctuations in the finite-key case, the phase
error rate used for evaluating the amount of PA cannot be measured
accurately. Instead, Alice and Bob can bound the phase error rate via
certain complementary measurements®>*, Specifically, for the Z-basis
security key in entanglement-based QKD, Alice and Bob canbound the
underlying phase error rate £,/ by sampling the qubits in the X basis.
This is a typical random sampling problem. We can use the Serfling
inequality® to estimate the probability that the average error on the
sample deviates from the average error on the total string™. We obtain
the upper bound for £, as

’ (nX + I)IOg(l/ssec)
Ey/<Ey+ \/—ZHX(HX 1)

where n,and ny are the number of coincident counts in the Zand X
bases.

By using the approach of the uncertainty relation for smooth entro-
pies®, the Z-basis secret key length [, is given by

1

(n+Dlog(:-)

2
2n,(ny + ny) ~JenH(E) - log — 5

cor*~sec

l,=n,-n,H|Ex+

Similarly, the X-basis finite-key secret key length /, can be calculated,
and the total key lengthis (=, +[,.

Security proof forimperfect devices

In practice, owing to device imperfections, there exist deviations
between realistic QKD systems and the ideal QKD protocol*. Toachieve
practical security in a QKD system, Alice and Bob need to character-
ize these imperfections carefully and take them into account in the
practical security analysis. Notably, ageneral framework for security
analysis with realistic devices was established in ref. **. In this frame-
work, Aliceand Bob need to characterize their devices to see how much
deviationthereis from theideal ones assumed in the security proofs.
One can employ typical distance measures, like fidelity and trace
distance, to quantify the deviation, and then consider this deviation
in PA.

Our entanglement-based QKD is source-independent, whichensures
that the imperfections in the source can be ignored. All we need is
to carefully characterize the imperfections in the detection side. In
general, the (known and to be known) side channels on the detection
side?3%3840 primarily violate the key assumption of fair sampling.
We perform implementations by following the squashing model**
to guarantee the fair sampling assumption. In a squashing model,
an arbitrary quantum state (from the channel) is first projected to
atwo-dimensional subspace before the Zand X measurements. So,
we implement a series of single-mode filters in different degrees of
freedom, including the frequency, spatial and temporal modes. None-
theless, practical filters normally have finite bandwidth, which will
cause small deviations for detection efficiencies, that is, a detection
efficiency mismatch®>%, Our security proof for imperfect devices
will primarily consider the deviation of the detection efficiency,
and analyse this imperfection into the PA by following the GLLP
framework*.

We assume the lower bound of detection efficiency is 5o, so the detec-
tion efficiency of the ith detector can be written as n,(1 + ,), where
6;quantifies the deviation of efficiency. Suppose that if we can add
attenuation with transmittance 1/(1 + ;) just before the ith detector,
then we would obtain equal efficiency for all detectors. In doing so,
the number of Z-bits (or X-bits) will be reduced by a fraction, upper
bounded by 4=1-1/(1+ 6)>. In our experiment, we quantify that ;is
upperbounded by 6,<1.47% (see Extended Data Table1). This deviation
canbeconsideredin PA, thatis, the estimation of phase error rateas £,/
(1-A4) (ref.**). Overall, after considering the finite-key size effect and
the efficiency deviation, the secret key length L, is given by:

(nz+ l)Iog[}j
+. sec
X "\ “2ny(ny +ny) 2

1-4 —f.nzH(Ez) —nzA-log

L,=n,—n;H
>
gCOI"SSeC

The analysis of the secret key length L, for the key bits in the X basis is
the same. The total finite-key lengthisL=1,+L,.

Data availability

The data that support the findings of this study are available from the
corresponding authors on reasonable request.
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of 8.1%, whichis not sufficient to generate asecretkey. In this work, a QBER of



HV

Rq

Photon Photon signal T N

discrimination 7

N Output

click/no click

— ;
[ 1
R1 !
== = ADC F——>
C1 . To
i - PC-DAQ
R2 :
|
L]
Blinding signal monitor
Extended DataFig. 5| Schematics of the detection and blinding-attack monitor isshowninthe dot-dash diagram. Aresistor-capacitor filterand a
monitoring circuit. The biased voltage (HV) isapplied toanavalanche voltage follower are used to smooth and minimize theimpact on the signals.
photodiode through a passive quenching resistance (R,=500kQ) and a The outputs of ananalogue to digital converter (ADC), atasampling rate of
samplingresistance (R,=10kQ). The avalanche signals are read out as click or 250kHz, areregistered by computer dataacquisition (PC-DAQ). R1, resistor;

no-click events through asignal-discrimination circuit. The blinding signal C1, capacitor; OA, operational amplifier.



Article

Transmission

047 T T T T T T T 1
i =  Transmission| |
e Reflection

0.46 - 7]
. ° o o

u
0.45 |5 s i, Sev L L.

[ ]

0.44 | 7
0.43 L ' : : : ' :
800 805 810 815 820

wavelength (nm)

Extended DataFig. 6| The transmission of the beam splitter within the selected bandwidth of wavelength.



Extended Data Table 1| Parameters of the system detection efficiencies

Serial number Current (A) Dark counts (cps) Efficiency (%)

B5213 0.956 55 53.31
B4973 0.9 207 53.64
B4976 1.064 60 53.16
B5214 0.984 55 53.16
B4972 0.966 32 53.78
B4974 0.929 55 53

B4977 1.067 64 53.16
B4978 0.965 26 53.16

cps, counts per second.
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Extended Data Table 2 | Comparison of the results between this work and the earlier experiment

Time (orbit) Coincidence counts Fidelity QBER S
. . 53 250s (1) 268 0.869 + 0.085 6.55% + 4.25% (estimate)
Earlier experiment
1059s (6) 1167 -- 8.10% + 1.59% (estimate) 2.37 + 0.09
) 226s (1) 1021 -- 4.74% £ 1.23% (estimate) 2.56 + 0.07
This work
3100s 6200 0.910 £ 0.007 (estimate) 4.51% + 0.37% --

S, Bell parameter.



Extended Data Table 3 | Typical quantum attacks and our countermeasures

Attack Brief Description Countermeasure

Detector efficiency mismatch?3"-3 Eve exploits efficiency mismatch to control detectors Free-running detectors

Detector blinding®® *° Eve manipulates the detectors by sending bright light Monitoring electronics

Detector damage*® Eve sends ultra-strong light to damage the detectors Monitoring electronics

Detector dead-time?® Eve controls the detector by exploiting dead time  Free-running detectors
Beam-splitter?° Beam-splitter ratio is wavelength-dependent Frequency filter

Spatial-mode® Detectors have efficiency mismatch in spatial domain Spatial filter

Data are from refs. 26-3037-40,
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Extended Data Table 4 | Measured correlation coefficients required for the CHSH inequality

E (1, ¢2) (0°,22.5°) (0°, 67.5°) (45°,22.5°) (45°,67.5°)
Value -0.700 0.612 -0.700 -0.544
Deviation 0.0415 0.046 0.047 0.060

E, joint polarization correlation; ¢, and ¢,, measurement angles of Delingha and Nanshan ground stations, respectively.
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